Internet Safety Resources
Recommended Books

Cyberbullying and Cyberthreats: Responding to the Challenge of Online Social Aggression, Threats and Distress / Nancy Willard (Champaign, Illinois: Research Press, 2007)

This book has excellent resources for handling cyberbullying and cyberthreat problems. 
(Submitted by: WRA Librarians)

Cyber-Safe Kids, Cyber-Savvy Teens: Helping Young People Learn to Use the Internet Safely and Responsibly / Nancy E. Willard (San Francisco: Jossey-Bass, c2007) 

This book provides information of online dangers and strategies to avoid these pitfalls.  

 (Submitted by: WRA Librarians)

Generation MySpace : Helping Your Teen Survive Online Adolescence / Candice M. Kelsey  (New York: Marlowe & Co., 2007)

“Kids can be anybody; they can post any pictures, and they can "friend" anyone or destroy less popular kids with a click. Kelsey shows readers how to create a MySpace account safely and how to interpret what other bloggers are saying.” (Library Journal)
(Submitted by: WRA Librarians)

What in the World are Your Kids doing Online? : How to Understand the Electronic World Your Children Llive in / Barbara Melton & Susan Shankle.  (New York: Broadway Books, c2006)
“According to Melton (a counselor) and Shankle (a social worker), even older teens aren’t as technologically savvy as their middle-school siblings…Serious threats abound, including cyber-bullying and child predators, and although Melton  and Shankle don’t  sugarcoat the dangers, they also believe that it is realistic to allow children limited access to the Internet’s  riches.” (Booklist)
(Submitted by: WRA Librarians)

Recommended Periodical Articles

“The Challenge of Cyberbullying: What We Can Learn from Megan” / Nancy Willard (December 2007) E-Newsletter on Galeschools.com 
<http://www.galeschools.com/article_archive/2007/12/cyberbully.htm>
(Submitted by:  Joanna McNally)
“Decoding MySpace” / Michelle Andrews (September 18, 2006) U.S. News & World Report
<http://search.ebscohost.com/login.aspx?direct=true&db=aph&AN=22344487&loginpage=Login.asp&site=ehost-live>
(Submitted by: WRA Librarians)
Recommended Websites

Be Web Aware  <http://www.bewebaware.ca/english/default.aspx>
Safety tips by age, Internet 101, as well as information about not only pornography and sexual predators, but also misinformation, violent and hateful content, gambling and internet addiction.
(Submitted by: Yvonne Morbitzer)
Chatdanger <www.chatdanger.com>
Chatdanger focuses on the risks of chat rooms, instant messaging, online games, email, and cell phones. (Submitted by: WRA Librarians)

Cyber Bullying: Bullying in the Digital Age <www.cyberbullyhelp.com>
This web site promotes the book of the same name co-written by Patti Agatston, Ph.D. (Submitted by: WRA Librarians)
·  Two helpful resources on this website include:

· ABC’s of Cyber Bullying for Students 

<http://www.cyberbullyhelp.com/ ABCsofCyberBullyingforStudents.pdf>
·  Help Tips for Reporting Offensive Profiles to Social Networking Sites <http://www.cyberbullyhelp.com/Help%20Tips%20for%20Reporting%20Offensive%20Profiles.pdf>
Cyber Tipline <www.cybertipline.com>
Sponsored by the National Center for Missing and Exploited Children one can report any instances of cyber inappropriateness through the Tip Line. (Submitted by: Cherie Pandora & WRA Librarians)
· Two helpful resources on this website include (recommended by Cherie Pandora):

· Think Before You Post!
<http://tcs.cybertipline.com/knowthedangers8.htm>
· Identify the Creep:  Interactive Game
You select a character and email, chat or im. Your character receives messages and you have to decide who the “creeps” are.  Interesting game—you have to play it to decide if you will use it.
<http://tcs.cybertipline.com/>
i-Safe  <http://www.isafe.org>
The WRA Librarians recommend the I-LEARN Online component. “These training modules teach and/or train other educators on the i-SAFE curriculum. Internet safety concepts and instruction on implementing the i-SAFE Internet Safety Program are included.”  Under the PERSONAL SAFETY section, the WRA Librarians used the video listed under Chapter 7 – Online Conversations.  This video is a great way to demonstrate how careful students must be when conversing online.  (Submitted by: Yvonne Morbitzer & WRA Librarians)

National Center for Missing & Exploited Children (NCMEC) <http://www.missingkids.com/>
NCMEC) mission is to help prevent child abduction and sexual exploitation; and help find missing children.  This website also has several resources on Internet Safety. (Submitted by Cherie Pandora)
· Three helpful resources on this website include:

· Your Kids Can Fill in the Blanks. Can you?  [Use with Parents]
<http://www.missingkids.com/missingkids/servlet/ResourceServlet?LanguageCountry=en_US&PageId=1629>
· Keeping Kids Safer On the Internet: Tips for Parents and Guardians
<http://www.missingkids.com/missingkids/servlet/ResourceServlet?LanguageCountry=en_US&PageId=2954>
· Blog Beware
<http://www.missingkids.com/missingkids/servlet/ResourceServlet?LanguageCountry=en_US&PageId=2361>
Netsmartz Workshop  <www.netsmartz.org>
This web site sponsored by the National Center for Missing and Exploited Children offers a variety of information on Internet Safety.  (Submitted by: WRA Librarians)
· A helpful resource on this website includes:

· Overview of Survey and Statistics

 <http://www.netsmartz.org/safety/statistics.htm#>
Parent’s Guide to Internet Safety  <http://www.fbi.gov/publications/pguide/pguidee.htm>
Explains how easily children are victimized, how sex offenders operate, signs that your child may be at risk, what you can do to protect your child, as well as what you should do if you feel that your child has been victimized.  It includes a list of different on-line communication vehicles with definitions.

(Submitted by: Yvonne Morbitzer)
Safe Kids.com <http://www.safekids.com>     and   SafeTeens.com <www.safeteens.com>
These two site provide readers with information on child and teen safety on the internet such as guidelines for children, teens and parents, as well as possible risks and dangers of communicating on-line.  These sites include family contracts to sign and post by the computer.  On-line brochures are created by the National Center for Missing and Exploited Children. (Submitted by: Yvonne Morbitzer & WRA Librarians)

Staysafeonline.org  <www.staysafeonline.org>
Provides tips on talking to your child about socializing safely online.  (Submitted by: Yvonne Morbitzer)
Web Wise Kids  <http://www.webwisekids.org>
Web Wise Kids is a nonprofit organization dedicated to teaching safe Internet use.  Products for both home and classroom address such issues as online predators, cyber-stalking, cyber-bullying and software piracy. (Submitted by: Yvonne Morbitzer)
Wired Kids, Inc. <http://www.wiredkids.org>
This site offers information for kids, tweens, teens, parents, educators and law enforcement agencies.  Information ranges from how to safely surf the internet, to internet issues.  Testimonials from teenagers reinforce the message.  A quiz about cyber-bullying serves to enlighten kids about this electronic form of harassment.  (Submitted by: Yvonne Morbitzer)
